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Psychological and digital resilience of university students

This research is part of the Erasmus+ project “Enhancing digital & psychological resilience through peer
networking in the online environment in times of crises” — DigiPsyRes. The main goal of the project is to
build capacities, readiness and procedures to empower students to enhance their digital and
psychological resilience. One of the first steps in that direction is to identify and analyse students’
psycho-social needs and difficulties in the distance education environment in times of crises, as well as
students’ perception of university support for their psychological resilience and wellbeing, and for those
purposes, this questionnaire is developed.

There are no correct/incorrect responses here, we just want to hear your thoughts and your
experiences. Your responses will be used for scientific purposes only. Your (personal) data will be kept
confidential. By participating in this research, you will contribute to a better understanding of a
significant issue.

The questionnaire consists of several sections. After you finish answering one block of questions,
returning to previous sections will not be possible. The time to fill in the questionnaire is not limited,
but it is estimated that it takes about 25-30 minutes to complete. Thank you for participating in this
research.

Part 1: Personal data

Sex (circle one): F M Other
Age (write down):

City of residence (write down):

Educational field (major):

Year of study:

Mode of study: a) full-time b) part time

Do you study in your hometown? YES NO
Do you work?  YES NO

If Yes, your occupation:
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Part 2: Digital safety

This section deals with questions related to cyber-resilience and psycho-digital resilience, i.e. our
capability to protect ourselves in cyberspace. Some of the questions are multiple-choice questions,
so you just need to choose one or more of the predetermined set of responses, whereas for some
questions you need to write/type your answer.

Cyber resilience

Please describe how you use your passwords (Note: a very strong password is a password
containing numbers, lowercase and uppercase letters, symbols, etc. For example strong password
would be Xarg988?+, while a weak password would be Frodo1). Choose only one answer.

a) For most systems (profile, site, computer), | use distinct, strong passwords

b) Forimportant systems, | use distinct, strong passwords, and for non-important, | use
simple passwords

c) lusethe same, strong password for most systems

d) |usethe same weak password for most systems

e) |use weak but different passwords for most systems

2.1

Please describe how you manage your passwords

a) |use password manager software
b) | keep the passwords in a secured file
22 c) |keepthe passwords in a plain file
d) |keep the passwords on a paper
e) | remember the passwords (keep them in my own memory)

Did you set the privacy control of your social network accounts? (Who can see your personal
details, such as phone, e-mail or address; who can see your posts or send you a message, etc.)
Choose only one answer.

a) |Isetiton all platforms | use

b) Isetit for some platforms and left it on default on other
23 ¢) |leftthe default settings on all platforms | use

d) lam notsure

e) |do not use social networks

Mark one statement that best describes your behaviour.

a) luse Windows and | have an antivirus program installed on my computer

b) 1use Windows and | am not sure if | have an antivirus program installed on my
computer

c) luse Windows and do not have an antivirus program installed on my computer

d) 1do notuse Windows

e) Otherex. VPN

2.4

Do you regularly install updates to your device (computer, cell phone)?

a) Yes
25 b) No
c) I am not sure
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How often do you create copies of your most important data (backup)? Choose only one
answer.

a) Once a week
b) Once a month
26  c) Once in a few months
d) Once a year
d) I do not back up my data

Do you use a cloud platform to back up your important data (like Google Drive, or One
2.7  Drive)?
a) Yes b)No

Please describe how you react if your web browser prompts a warning message (such as “this
site may not be safe”, “this link is blacklisted”, “this file may contain dangerous data”):

a) Ithink that the warnings are serious and do not proceed with further activities

b) lignore the warnings since these are mostly false alarms and | proceed to the desired
content

c) | carefully proceed with the activity

2.8

Please check the statement that best describes your behaviour:

a) | always get informed in detail about the application | am about to install on my device
b) I just briefly get informed about the application | am about to install on my device

c) ljustinstall the application | need, without spending time getting informed about it

d) I don’t think about it because my cell phone is protected by antivirus app

2.9

Has your account ever been hacked, and has anyone ever accessed your personal
2.10 information (through e-mail or social network account)?
a) Yes b)No

Have you ever been a victim of a money transfer fraud or scam on the Internet?

2.11
a) Yes b)No

Have you ever replied to an e-mail and revealed your personal data about your PIN code,
2.12  bank account number, ID number etc.?
a) Yes b)No

Negative online experiences

This section refers to whether you have experienced various unpleasant or violent online content,
and whether you watch similar content or read messages about such content. Please, answer to
what extent the given statements apply to your experience.

0=Never 1=Almost Never 2=Sometimes 3 = Fairly Often 4 =Very Often

513 | have been insulted or called names on social networks or other online 01234
' communication channels before.

It has happened before that someone spread rumours about me on social

2.14
networks.

01234
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| have been threatened on social networks, through e-mails, and other

215 . . 01234
similar online ways of communication.
2.16 Someone has posted embarrassing photos or video content of meonline. 0 1 2 3 4
517 | have been blocked/ignored by others on social networks, in chat 01234
' messages, or group text messages.
It often happens that | read certain content or see video clips/footage
2.18 which show another person being a target of aggressive attacks or being 0123414

insulted, etc.

Do you make an effort to avoid online content that you perceive as uncomfortable, for example
aggressive, sad or scary content?

2.19

1 -1 make a lot of effort to avoid it,

2 — I mainly make an effort to avoid it,
3 — I neither watch nor avoid,

4 — | sometimes watch,

5 — I watch every content | come across

After a negative online experience, | ... (you can choose more than one response):

2.20

YVVVVYVYVYVYVVYVYVYY

Blocked people (including 'unfriending')

Increased my privacy settings

Set up my account so that it does not automatically include my location on my posts
Deleted comments that | had made

Changed my filter preferences

Deleted comments that others had made on my profile

Removed my name from photos that | had been tagged in

Reported someone to the social media company or another organisation

Reported someone to my friends

Reported someone to my parents

None of these
Something else

The following statements are related to your previous negative online experience. Please, answer
what extent the given statements apply to your experience

0 = Not Applicable 1 =Strongly Disagree 2 = Disagree 3 =Neutral 4=Agree 5 =Strongly Agree

2.21

¢ | did not feel good about myself.

e | felt angry, afraid, helpless, powerless.

o | felt left out/I lost some of my friends.

¢ My reputation was damaged.

e | didn’t feel close to my family and/or friends.

¢ | became more aware of online risks.

¢ | became more aware of who my real friends are.

¢ | [earnt to use the internet in a more balanced way.

¢ | developed a greater understanding of my own behaviour online.
¢ | became more able to overcome problems that | experienced online.
¢ Other
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Part 3: Psychological needs and difficulties

This section contains questions on psychological needs or obstacles that you have experienced,
especially during the pandemic. To some of the questions, one or more responses can be chosen,
some require you to write down your answer.

Perceived Stress Scale

The questions in this scale ask you about your feelings and thoughts during the last few months.
In each case, you will be asked to indicate how often you felt or thought a certain way (circle your
answer).

0=Never 1=AlmostNever 2=Sometimes 3=Fairly Often 4 =Very Often

In the last few months, how often have you been upset because of

i 1 2 4

3 something that happened unexpectedly? 0 3
In the last few months, how often have you felt that you were unable to

3.2 ) o . 01 2 3 4
control the important things in your life?

33 ”In the Ias"f few months, how often have you felt nervous and 01 2 3 4

stressed”?

In the last few months, how often have you felt confident about your

34 - 01 2 3 4
ability to handle your personal problems?

35 In the last few months, how often have you felt that things were going 01 2 3 4
your way?

36 In the last few months, how often have you found that you could not 01 2 3 4

) cope with all the things that you had to do?

37 !n the Ia§t few months, how often have you been able to control stress 01 2 3 4
in your life?

38 In‘the last few months, how often have you felt that you were on top of 01 2 3 4
things?
In the last few months, how often have you been angered because of

3.9 . . 01 2 3 4
things that were outside of your control?

310 In the last few months, how often have you felt difficulties were piling 01 2 3 4

up so high that you could not overcome them?
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The following questions refer to your experiences during the pandemic. Try to estimate how
often you have experienced obstacles in some of the listed life and studying activities:

0 = Never

1 = Almost Never

2 = Sometimes

3 = Fairly Often

4 = Very Often

3.11a In attending courses 012314
3.11b In studying and exam preparation 012314
3.11c In communication and relationships with lecturers 012314
3.11d In communication and relationships with colleagues 01234
3.11e In communication and hanging out with friends 012314
3.11f In communication and relationships with family members 012314
3.11g In your love relationship with your partner 01234
3.11h With your emotions and general mood 012314
3.11i With your physical health 01234
3.11j In some other life activity (which one): 012314
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Part 4: Psychological resilience and positivity
Please read carefully the statements below and circle the degree to which you agree with the given statements.

1 = Strongly Disagree 2 =Disagree 3 =Neutral 4 =Agree 5 =Strongly Agree

KOP-26

4.1 | can set clear, specific goals in my life. 1 2 3 4 5
4.2 | like to spend time with my family. 1 2 3 4 5
4.3 I like to set new challenges for myself. 1 2 3 4 5
4.4 In difficult situations, | can always count on someone from my family. 1 2 3 4 5
4.5 | have the main goal in my life. 1 2 3 4 5
4.6 | often take responsibility for completing a task. 1 2 3 4 5
4.7 I like coming home after school. 1 2 3 4 5
4.8 I make new friendships quickly. 1 2 3 4 5
4.9 I am someone important to my family. 1 2 3 4 5
4.10 My lifeis valuable. 1 2 3 4 5
4.11  There are people | can always count on. 1 2 3 4 5
4.12 Despite various adversities, | feel that my life makes sense. 1 2 3 4 5
4.13  Compared to others, | have a lot of friends. 1 2 3 4 5
4.14  The most important thing in my life is my family. 1 2 3 4 5
4.15 |look to the future with hope. 1 2 3 4 5
4.16 | bond with other people easily. 1 2 3 4 5
4.17 | have very close contact with at least some members of my family. 1 2 3 4 5
4.18 | have found that my relatives and friends really care about me. 1 2 3 4 5
4.19  Even in an unfamiliar place, | feel “at home”. 1 2 3 4 5
420 We get along well as a family. 1 2 3 4 5
4.21 | believe in my own abilities and skills. 1 2 3 4 5
4.22 | make contact with strangers easily. 1 2 3 4 5
4.23  Indifficult situations, we try to support each other in my family. 1 2 3 4 5
424  ltis easy for me to ask other people for help. 1 2 3 4 5
4.25  We can solve family conflicts. 1 2

4.26 lusually follow a pre-arranged plan. 1 2
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The questions in this section refer to how we cope with stress. Please, compare the given statements to
your personal experience, and then, respond to which extent they can be applied to you.

Brief Resilience Scale

1 = Strongly Disagree

2 = Disagree

3 = Neutral

4 = Agree

5 = Strongly Agree
4.27 | tend to bounce back quickly after hard times. 1 2 3 4 5
4.28 | have a hard time making it through stressful events. 1 2 3 4 5
4.29 It does not take me long to recover from a stressful event. 1 2 3 4 5
4.30 Itis hard for me to snap back when something bad happens. 1 2 3 4 5
4.31 | usually come through difficult times with little trouble. 1 2 3 4 5
4.32 | tend to take a long time to get over setbacks in my life. 1 2 3 4 5

The Positivity Scale

4.33 | have great faith in the future. 1 2 3 4 5
4.34 | am satisfied with my life. 1 2 3 4 5
4.35 Others are generally here for me when | need them. 1 2 3 4 5
4.36 |look forward to the future with hope and enthusiasm. 1 2 3 4 5
4.37 On the whole, | am satisfied with myself. 1 2 3 4 5
4.38 At times, the future seems unclear to me. 1 2 3 4 5
4.39 |feel | have many things to be proud of. 1 2 3 4 5
4.40 | generally feel confident in myself. 1 2 3 4 5
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Part 5: Institutional, Interpersonal and Online Peer Support

This section refers to the interpersonal and social support systems that you perceive as available,
as well as to the accessibility of the support offered within the educational institutions you
belong to, your faculty and university, in the first place.

Institutional Support

Please briefly elaborate on your answers in this section. If your answer is YES, please, briefly explain
what that support looked like, which activities were performed, and which services were offered. If
your answer is NO, please answer which sections you would find beneficial to be addressed through
systematical support offered by your faculty or university (e.g., technical support, related to studying,
psychological...)

5.1a. Does your faculty offer a professional service/person that you can talk to about the certain
obstacles you experience? a) YES b) NO c) Not to my knowledge

5.1b. Does your University offer a professional service/person that you can address to talk to about the
certain obstacles you experience?

a) YES b) NO c) Not to my knowledge

5.1c. Does your university/faculty organize training programs or seminars to provide support to
students during their studies?

a) YES b) NO c) Not to my knowledge

5.1d. Did your faculty/university provide additional support during the pandemic?

a) YES b) NO c) Not to my knowledge

5.1e Would you seek out professional psychological help if you had that service offered by your
faculty/university? (if your faculty/university does not offer that service) YES NO

5.1f Have you asked for professional psychological help, if such a service is offered by your
faculty/university? YES NO

DigiPsyRes R1: Questionnaire for analysis of psychological and digital resilience of students
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Interpersonal Support

This scale is made up of a list of statements that may or may not be true about you. For each statement circle 4
for “definitely true” if you are sure, it is true about you, 3 for “probably true” if you think it is true, but are not
absolutely certain. Similarly, you should circle 1 for “definitely false” if you are sure the statement is false, and
choose 2 for “probably false” if you think it is false but are not absolutely certain.

1 = Definitely false 2 = Probably false 3 = Probably true 4 = Definitely true

If | wanted to go on a trip for a day (for example, to the country or

5.2 . X - . 1 2 3 4
° mountains), | would have a hard time finding someone to go with me.
52 I feel that there is no one | can share my most private worries and fears 1 2 3 2
with.

5.2¢ If | were sick, | could easily find someone to help me with my dailychores. 1 2 3 4

5 24 There is someone | can turn to for advice about handling problems with my 1 2 3 a
' family.

5 %6 If | decide one afternoon that | would like to go to a movie that evening, | 1 2 3 24
' could easily find someone to go with me.

5 ot When | need suggestions on how to deal with a personal problem, | know 1 2 3 24
' someone | can turn to.

5.2g | don't often get invited to do things with others. 1 2 3 4

If I had to go out of town for a few weeks, it would be difficult to find
5.2h someone who would look after my house or apartment (the plants, pets, 1 2 3 4

etc.).
5 i If | wanted to have lunch with someone, | could easily find someone to join 1 2 3 24
' me.
5 91 If | was stranded 10 miles from home, there is someone | could call who 1 2 3 24
<) could come and get me.
If a family crisis arose, it would be difficult to find someone who could give
5.2k ) ) 1 2 3 4
me good advice about how to handle it.
5o If | needed some help in moving to a new house or apartment, | would 1 2 3 24

have a hard time finding someone to help me.
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Online social support

Most sites, apps, services, and games on the Internet can be used in lots of different ways and for
different purposes. We are interested in how much you use these online spaces to connect or interact
with other people.

This means we are interested in how much you use these online spaces to talk with people, post,
comment, like, send messages, play games with others, etc. This means we are not interested in how
much you use these online spaces to scroll through other people’s posts, watch or read content, or just
look up information.

How much do you use the following sites, apps, services, or games to connect or interact with other
people?

0=Never 1=0Oncein10days 2 =Few days perweek 3 =0nceaday(uptoanhour) 4=Afew hours per day

5.3a Facebook 0o 1 2 3 4
5.3b Instagram o 1 2 3 4
5.3c Twitter o 1 2 3 4
5.3d SnapChat 0 1 2 3 4
5.3e YouTube 0o 1 2 3 4
5.3f Pinterest o 1 2 3 4
5.3g WhatsApp 0o 1 2 3 4
5.3h Email o 1 2 3 4
5.3 Texting o 1 2 3 4
5.3] Phone call 0O 1 2 3 4
5.3k Dating sites/apps (e.g., Tinder) 0 1 2 3 4
5.3 First-person shooter games (e.g., Call of Duty, Counter strike) o 1 2 3 4
5.3m Role-playing games (RPGs: e.g., League of legends, World of Warcraft) 0 1 2 3 4

If you interact with people using other sites, apps, services, or games,

530 please write them in and rate how often you use them:
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5.4. Rate how often the following things have happened to you while you interacted with others online
over the last few months. Use the following scale:

O0=Never 1=Rarely 2=Sometimes 3=0ften 4=Alot

Online, people say or do things that make me feel good about myself. 01234
People encourage me when I’'m online. 01234
When I'm online, | get likes, upvotes, views, etc. for the things | say or do. 01234
When I’'m online, people make me feel good about myself. 01234
People hang out and do fun things with me online. 01234
Online, | belong to groups of people with similar interests. 01234
People talk with me online about things we have in common. 01234
When I’'m online, people joke and kid around with me. 01234
Online, people care about me and make me feel like | belong. 01234
When I'm online, people give me useful advices and helpful information. 01234
If I had a problem, people would help me online by saying what they would do. 01234
People help me learn new things when I’'m online. 01234
When I'm online, people help me understand my situation better. 01234
People help me see things in new ways when I’'m online. 01234
People online would help me with money or other things if | needed it. 01234
When I'm online, people help me with school or work. 01234
Online, people help me with causes or events that | think are important. 01234
When | need something, | go online to find someone who might lend it to me. 012314
When | need a hand with school or work things, | get help from others online. 01234
| contact people online to get help or raise money for things | think are 01234

important

Thank you for your time.
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